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Product overview 
The CA1197 remote arming station (RAS) is a multifunction all-purpose proximity card (Smart Card) reader with keypad, 
suitable for outdoor locations requiring a short-range reader for access control.  

 

Legend: 

 LED 1 — Green/red/yellow tri-colour (Disarm/Arm) 

 LED 2 — Yellow (Ready) 

 LED 3 — Red (Alarm) 

 Front panel screws 

 

Figure 1: External features of CA1197 RAS (card reader is internal) 

Product features include: 

• May be connected directly to the Alliance or Challenger RS485 LAN, Wiegand interface or magnetic stripe interface.  
• May be used on the local area network (LAN) up to 1.5 km from the control panel or 4-door/4-lift intelligent access 

controller sub-LAN. 
• May be configured using a RAS via the LAN or by programmed configuration cards.  
• Operates from 8.5 VDC to 14 VDC and has a quiescent current consumption less than 40 mA @ 13.8 VDC (less than  

110 mA when reading a card).  
• Suitable for outdoor use.  
• Configurable as a standalone reader. 
• 12-key keypad for personal identity number (PIN) entry. 
• Integral tamper switch. 
• Three system status light emitting diodes (LEDs). 
• One open collector output to drive a small relay, LED, etc. 
• One input for request to exit (RTE) control. 
• In unsecured mode, the reader will use a unique number held on the card (card programmer not required). 

 

 

 

Legend: 

 Cable access 

 Back plate tamper spring 

 DIP switches 

 Cable 

 RX and TX LEDs 

 Tamper switch actuator 

Figure 2: Features at rear of RAS 
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Installation 
This section assumes that any optional devices that will be used with the RAS (such as an egress button, expanded button 
interface, buffered relay, auxiliary power supply) are installed and ready for connection with the RAS. 

The installation kit includes the RAS and this document. 

Before you begin 
Before you can successfully install the RAS you need to know some details about the system, depending on whether the 
RAS is to be normally used in on-line or off-line mode. These modes are described in the following sections. 

On-line mode 

A RAS connected to an Alliance, Challenger, or a 4-door/4-lift intelligent access controller LAN, is said to be on-line, and you 
need to know: 

• The LAN address, in order to set DIP switches 1 through 4. See DIP switch settings on page 9. 
• The system layout, in order to set the LAN termination (TERM) switch (DIP switch 5). See DIP switch settings on page 9. 
• Whether you need to install RTE (Egress), via a push button or a TS0064 Expanded Button Interface. 
• Whether the RAS is to be powered from the LAN or from a separate 12 V power supply. Do not power the RAS from the 

LAN if the cable length to the control panel (or 4-door/4-lift intelligent access controller) is greater than 100 metres. 

If the new RAS is to be used on an Alliance or Challenger LAN, or a 4-door/4-lift intelligent access controller LAN, you must 
have some means to program polling to the new RAS, such as: 

• By using a RAS with a liquid crystal display (LCD) on the LAN. 
• By using the system’s management software (TITAN, ARES, or Alliance).  

Off-line mode 

A RAS connected to a Wiegand or magnetic stripe interface, is said to be off-line, and you need to know: 

• Whether a tamper input is required. If a tamper input is required you need to connect a 10K resistor via the violet wire 
(see Figure 5) to a zone input, and configure the open collector output as Tamper. See RAS Menu Option 8. Open 
Collector Output on page 10. 

• Whether the RAS is to be programmed for one-wire or two-wire LED control. See RAS Menu Option 2. LEDs Off-Line on 
page 10. 

Instructions 

Step Action 

1 Remove power to the Alliance or Challenger control panel, or 4-door/4-lift intelligent access controller, as applicable. 

2 Remove the two front panel screws at the bottom of the RAS (see Figure 1), and then remove the RAS back plate (see 
Figure 2). Retain the screws to secure the RAS later. 

3 Position the RAS back plate (with the tamper spring at the top) against the mounting surface to determine the locations 
of holes for mounting and cabling access. (A reduced card reading range may occur if mounted on a metal surface.)  
The mounting holes suit a standard electrical wall box, or HPM Multi series 920 or Clipsal 157/2 wall boxes. 

4 Mount the back plate on a flat surface using four screws (the hole nearest the tamper spring must have a screw in order 
for the tamper switch to work correctly). 

5 Terminate the cable, as required (see Wiring details on page 6). For direct LAN terminations, Beldon 8723 2-pair shielded 
cable is recommended. 

6 For on-line mode, set the LAN address (DIP switches 1 through 4). Refer to Figure 9 on page 9. The factory default setting 
is address 16. 

7 For on-line mode, set the TERM switch (DIP switch 5) as required. For off-line mode, the TERM switch must be off (up). See 
DIP switch settings on page 9 for details. 

8 Mount the RAS on the back plate by engaging the top, and then lowering the RAS to be flat against the back plate. The 
rear tamper switch must be sealed for the system to work correctly. Ensure that the back plate tamper spring rests on 
the tamper switch actuator (protruding from the resin in the back of the RAS) when the RAS is in position. 

9 Fix the RAS to the back plate using the two screws removed earlier from the bottom of the RAS. 
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Step Action 

10 Apply power to the Alliance or Challenger panel, or the 4-door/4-lift intelligent access controller. 

11 For on-line mode, use an LCD RAS on the LAN (or the system’s management software) to program polling for the new 
RAS. 

12 For on-line mode, use an LCD RAS on the LAN (or the system’s management software) to program the required items for 
the new RAS. In particular, the CA1197 RAS must be programmed as a non-LCD RAS. 

13 Check that the CA1197 is communicating correctly, and verify that the tamper switch is working properly (i.e. “RAS 
Tamper” is not showing on the LCD RAS). 

 

Wiring details 

Colour Application 

Red +12 V nominal (8.5 to 14 VDC supply) 

Black 0V (DC supply ground) 

Green D0/D– /Clock, may be used for D0 (Wiegand data), D– (RS485 data), magnetic stripe clock. Normal operating 
voltage 0 to +5 V, absolute maximum, +12 V. 

White D1/D+ /Data, may be used for D1 (Wiegand data), D+ (RS485 data), magnetic stripe data. Normal operating 
voltage 0 to +5 V, absolute maximum, +12 V. 

Blue Buzzer/Beeper, may be used for offline buzzer control. Wire open or +5 V to +12 V: buzzer off. Absolute 
maximum, +14 V. Wire grounded (0V): buzzer on. 

Brown Application depends on selection of RAS menu option 2— LEDs Off-line. See page 10. 

Yellow Application depends on selection of RAS menu option 2— LEDs Off-line. See page 10. 

When not used for two wire LED control, yellow wire may be used for RTE input when online to Alliance or 
Challenger — may be connected to a simple push button for operation in RTE Only mode, or may be 
connected to a TS0064 Expanded Button Interface for use in RTE + Arm/Disarm mode. See 10—RTE (Egress) 
on page 11 for details. 

Violet Open collector output, configurable as door relay, tamper output, or magnetic stripe data present. This is a 
low current output and must not be used to directly energize high current door openers. Absolute maximum, 
14 V @ 50 mA. 

 

Connections 
Check the latest installation instructions for the control panel or 4-door/4-lift intelligent access controller to ensure that the 
RAS is installed in compliance with Australian ACA wiring and earthing requirements. A Communications Earth Terminal 
(CET) must be used (see diagrams). 

LAN connection (D+ and D-) 

The RAS is connected to the Challenger or Alliance panel via the RS485 LAN, with a LAN cable length of up to 1.5 km from 
the control panel or the four-door controller. It is recommended to use 2-pair twisted, shielded data cable (Beldon 8723).  

The shield of any LAN cable must be connected to system ground at one end only. The RAS is not provided with an Earth 
connection for this purpose. If the LAN is ‘daisy-chained’ to the RAS, ensure that the shield of the cable is jointed to provide 
continuity of data cable shield. 

• The white wire is the D+ (data positive) connection of the LAN data bus. 
• The green wire is the D- (data negative) connection of the LAN data bus. 
• The TERM switch (DIP switch 5) must be on (down) if the RAS is the last device on the LAN. 
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Figure 3: LAN power, data, and earthing connections to Alliance or Challenger panel from a single RAS (a number of RASs 
would typically be connected to the control panel). 

 

Figure 4: LAN connection to Intelligent 4-Door or 4-Lift Controller 

Wiegand or magnetic stripe connection 

 

Figure 5: ’Off-line’ mode connection to Wiegand or magnetic stripe interface (with optional tamper input). The TERM switch 
(DIP switch 5) must be ‘off’ (up) for off-line mode. 
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Power Supply (+12 and 0V) 

The RAS can be powered using the LAN + and – power from the control panel or 4-door/4-lift intelligent access controller, if 
the cable length between the RAS and the control panel does not exceed 100 m (328 feet). Use a separate power supply if 
the cable length is greater than 100 m.  

When using an auxiliary power supply: 

• Connect the ‘+’ of the local power supply to the red wire of the RAS. Do not connect the + power of the LAN to the RAS. 
• Connect the ‘–’ of the local power supply to the black wire of the RAS and to the – power of the LAN.  
• For optimal performance, adjust the power supply to 13.8 VDC. 

 

Figure 6: Connections for powering the RAS from a separate power supply 

Egress control and open collector 
The yellow and violet wires are optionally used for egress control and door relay operation when the RAS is connected to 
the LAN: 

• Yellow wire — An Egress button (normally open, momentary push-button switch) can be connected across the yellow 
and black wires (see Figure 7). When pressed, the button controls the request to exit function to the panel. Alternatively, 
a TS0064 Expanded Button Interface connected to the yellow wire may be used to arm or disarm areas (see Figure 8).  

• Violet wire — Open collector output must be assigned with a number according to type of control panel (Challenger V8 
or Alliance). Refer to the appropriate control panel programming manual for details. 
o Challenger V8 — use the first relay number of the relay control group assigned to the RAS. 
o Alliance — use the first output number of the output controller assigned to the RAS.  

 

Figure 7: Door relay and simple push button connections 
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Figure 8: RAS used with TS0064 Expanded Button Interface (use the ‘RTE + Arm/Disarm’ option in 10—RTE (Egress) on page 11. 

DIP switch settings 
A block of five DIP switches is located beneath the RAS back plate (see Figure 9).  

1 2 3 4 5

Address TERM

DIP Switches
Up = Off
Down = On

‘On’ is indicated as black .
Example: RAS 2 = On, Off, Off, Off

(down)

RAS 1

1 2 3 4

RAS 5

1 2 3 4

RAS 9

1 2 3 4

RAS 13

1 2 3 4

RAS 2

1 2 3 4

RAS 6

1 2 3 4

RAS 10

1 2 3 4

RAS 14

1 2 3 4

RAS 3

1 2 3 4

RAS 7

1 2 3 4

RAS 11

1 2 3 4

RAS 15

1 2 3 4

RAS 4

1 2 3 4

RAS 8

1 2 3 4

RAS 12

1 2 3 4

RAS 16

1 2 3 4

 

Figure 9: CA1197 DIP switch block (on left) and address settings (on right) for LAN addresses 1 through 16. The LAN address is 
also the card reader address. 

The TERM switch must be on if the RAS is the last device on the LAN. In a star wiring configuration the TERM switches or 
links must be set to ‘on’ for only the devices at the ends of the two longest LAN cable runs. There must be only two TERM 
switches or links set to ‘on’ on any one LAN segment. 

NOTE: In off-line mode, the TERM switch (DIP switch 5) must be ‘off’ (up). DIP switches 1 through 4 do not matter in off-line 
mode. 
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Programming 
The CA1197 RAS contains an integral smart card reader for user access control (it cannot be used for user credit 
functionality). 

Smart card readers can be programmed in two ways, depending on whether the smart cards are used in ‘unsecured’ or 
‘secured’ mode: 

• Unsecured mode (default setting) — Un-programmed or blank smart cards may be used for access control. Either a RAS 
or a reader configuration card may be used to configure the smart card reader for unsecured mode. The control panel 
must be fitted with Intelligent User Module (IUM). 

• Secured mode — The smart card reader must be configured via a reader configuration card programmed for the 
specific smart card reader before it can be used. This is the only means of transferring the 4-byte security code to a 
reader. The reader configuration card is programmed using the system’s management software (TITAN, ARES, or 
Alliance) in conjunction with a TS0870P Smart Card Programmer. 

RAS programming 
This section describes the RAS programming options as displayed on an LCD RAS. If using the system’s management 
software and a TS0870P Smart Card Programmer to program a reader configuration card, use this section for reference 
purposes. 

Reserved menu items and options that do not apply to the CA1197 are not listed in the following table. 

RAS Menu Option Description 

2—LEDs Off-Line Select either two-wire or one-wire off-line LED control of LED 1 (green/red/yellow tri-colour). 
For two-wire LED control, the brown and yellow wires control LED 1: 

• Brown wire controls LED 3 red (Arm). Wire grounded (0 V) — LED 3 red on. Wire open or 
at +5 V to +14 V — LED 3 off. 

• Yellow wire controls the LED 1 green (Disarm). Wire grounded (0 V) — LED 1 green on. 
Wire open or at +5 V to +14 V: LED 1 off. 

For one-wire LED control, only the brown wire controls LED 1. 

• Grounded or 0 V — LED 1 green on. 
• +5 to 14 V — LED 3 red on. 
• Open or high Z, or +2.5 V — LED 1 and LED 3 off. 

3—Valid Card Flash If enabled, the green LED will give one short flash when the card is badged. The panel 
controls subsequent flashes. 

4—Night Light If enabled, the keypad backlight will always be dimly lit. 

5—Protocol Options Select either Wiegand or Magnetic stripe to determine the method by which the card 
reader sends data to the panel. Refer to Data transmission on page 12 for details. The result 
of this selection is further determined by the reader’s operating modes: 

• on-line or off-line, and  
• secured or unsecured (see option 16). 

6—Card Beep If enabled, the beeper will give a short beep when a card is badged. The panel controls 
subsequent beeper activity. 

7—Watch Dog Offline mode only. If enabled, one byte of data is sent to the host every one minute to 
indicate that the RAS is connected and operating normally. If the CA1197 tamper is 
unsealed, the data byte will not be sent. 

8—O/C Output 
(Open Collector Output) 

Select one of the following options: 

• Door relay (on-line mode only) — The open collector output activates (active low) 
when the door open signal is sent to the CA1197. 

• Tamper output (on-line or off-line modes) — The open collector output activates 
(active low) when the CA1197 Tamper is unsealed. 

• Card data present (off-line mode only) — The open collector output activates (active 
low) when the card data is being sent to the host. 

9—Option Card If enabled, reader configuration (option) cards may be used to program the card reader any 
number of times. If disabled, reader configuration (option) cards may not be used to 
program the card reader (except for initial programming).  
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RAS Menu Option Description 

10—RTE (Egress)  The RAS may be connected to a simple push button or TS0064 Expanded Button Interface 
(see Egress control and open collector on page 8). The open collector output may be used to 
control a door relay. 
Request to exit (egress) control is available only when the card reader is on-line. Select one 
of the following options: 

• RTE Disabled. When egress is not used, it is recommended that it be disabled. 
• RTE Only. This option requires a simple push button to be connected. A press of the 

button will release the door lock relay. To implement RTE only, connect the yellow wire 
to a normally open push button and select “Door Relay” in option 8—Open Collector 
Output. 

• RTE + Arm/Disarm. This option is used with the TS0064 Expanded Button Interface to 
Arm and Disarm areas. See the Alarm Panel Programming guide for details. To 
implement RTE + Arm/Disarm, connect the yellow wire to a TS0064 (Expanded Button 
Interface) and select “Door Relay” in option 8—O/C Output. 

11—Factory Defaults Restores the RAS options to the factory default settings. These are: 

• 2—LEDs Off-Line:  Two wire control 
• 3—Valid Card Flash: Enabled 
• 4—Night Light: Enabled 
• 5—Protocol Options: Wiegand 
• 6—Card Beep: Enabled 
• 7—Watch Dog: Disabled 
• 8—O/C Output: Door relay 
• 9—Option card: Enabled 
• 10—RTE (Egress): Disabled 
• 16—Security Mode: Unsecured 
• Reader passwords (not a menu option): Default passwords 
• Beeper tone (not a menu option): Set to highest volume. 

13—Last Card  This menu option is not a programming option, it is a display (on an LCD RAS) of the most 
recent card data read by the designated RAS address. The format of the data displayed 
depends on whether the card was in unsecured or secured mode. 
In unsecured mode, the last card badged displays in the format 
XX, XX, XX, XX 
where XX is a hexadecimal value. 
In secured mode, the last card badged displays in the format 
FC=XXXXX, ID=YYYYYYY 
where XXXXX is the 5-digit site (facility) code and YYYYYYY is the 7-digit card number. 

16—Security Mode Selects the type of user card the card reader will recognise (configuration cards and default 
cards are recognised in both modes). The modes are as follows: 

• Unsecured Mode — The reader will recognise blank or un-programmed cards only, by 
using the card’s unique serial number (default setting). The 4-byte security password is 
not used. Unsecured mode requires the use of an expanded memory system (IUM). 

• Secured Mode — Only cards programmed on the TS0870P programmer will be 
recognised in this mode. The 4-byte security password is used. 
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Data transmission 
The following tables list the formats by which the card reader transmits data, as determined by: 

• Whether the reader is used on-line or off-line, and by 
• Menu option 5—Protocol Options (Wiegand or Magnetic stripe), and by 
• Menu option 16—Security Mode (Secured or Unsecured). 

NOTE: In on-line mode, select ‘Wiegand’ in menu 5 to use 26 or 27 bit data, or select ‘Magnetic stripe’ to use 32 bit data. 

Table 1: On-line mode (the reader is on-line when it is connected to an Alliance or Challenger LAN, or a 4-door/4-lift intelligent 
access controller LAN).  

On-line 26 or 27 bit data 32 bit data 

Card format: 
Secured 

When a secured card (4-byte code used) is 
badged on a reader using the Wiegand protocol, 
26 or 27 bit data is transmitted, depending on 
whether the card is programmed as Standard 26 
bit or Tecom 27 bit ASC. 

When a secured card (4-byte code used) is badged on 
a reader using the magnetic stripe protocol, 32 bit 
data is transmitted. 

Card format: 
Unsecured 

When an unsecured card (4-byte code not used) is badged on a reader, the full 32 bit card ID data is 
transmitted in magnetic stripe format. 

 
Table 2: Off-line mode (the reader is off-line when it is connected to a Wiegand or magnetic stripe interface) 

Off-line Reader protocol: Wiegand Reader protocol: Magnetic stripe 

Card format: 
Secured 

When a secured card (4-byte code used) is 
badged on a reader using the Wiegand protocol, 
26 or 27 bit data is transmitted, depending on 
whether the card is programmed as Standard 26 
bit or Tecom 27 bit ASC. 

When a secured card (4-byte code used) is badged on 
a reader using the magnetic stripe protocol, magnetic 
stripe format data is transmitted. 
A “card present” signal is available on the relay output 
(violet wire), if selected in menu option 8—Open 
Collector Output. 

Card format: 
Unsecured 

When an unsecured card (4-byte code not used) 
is badged on a reader using the Wiegand 
protocol, the full 32 bit card ID number is 
transmitted. 

When an unsecured card (4-byte code not used) is 
badged on a reader using the magnetic stripe 
protocol, the full 32 bit card ID number is transmitted. 
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Operation 

Beeper tone 
Press and hold the * key while pressing the 1 key to raise the tone frequency, or the 2 key to lower the tone frequency. 

Front LEDs 
The RAS has three LEDs on the front to indicate system status (refer to Figure 1 on page 4). From left to right, the front panel 
LED colours are green/red/yellow (tri-colour), yellow, and red. The function of the LEDs depends on the type of system in 
which the RAS operates. 

Alliance system use 

Front LEDs when used on an Alliance system LAN 

LED Description Extra comments 

LED 1 — green/red/ 
yellow tri-colour 
(disarm/arm) 

• Green when all areas assigned to the RAS’s 
alarm group are disarmed. 

• Red if all areas assigned to the RAS's alarm 
group are armed.  

• Yellow if at least one and less than all areas 
assigned to the RAS's alarm group are 
armed. 

• Off if at least one and less than all areas 
assigned to the RAS's alarm group are armed 
(ATS-series Alliance systems only). 

• If a door is unlocked, the LED flashes 
(green, red, or yellow, as applicable) 
during access time. 

• LED flashing for more than access 
time indicates that the mains power 
is off (running on battery). 

LED 2 — yellow 
(ready) 

• On when all zones in areas assigned to the 
RAS are sealed. 

If the RAS is configured as “3 LED RAS”, the 
yellow LED is on when all zones in areas 
assigned to the RAS are unsealed. 

LED 3 — red (alarm) • Flashing when any area assigned to the RAS 
is in alarm state. 

 

 

Challenger system use 

 Front LEDs when used on a Challenger system LAN 

LED Description Extra comments 

LED 1 — green/red/ 
yellow tri-colour 
(disarm/arm) 

• Green when all areas assigned to the RAS’s 
alarm group are disarmed. 

• Red if all areas assigned to the RAS's alarm 
group are armed. 

• Yellow if at least one and less than all areas 
assigned to the RAS's alarm group are 
armed. 

If a door is unlocked, the LED flashes (green, 
red, or yellow, as applicable) during access 
time. 

LED 2 — yellow 
(ready) 

• Yellow when all inputs in areas assigned to 
the RAS are sealed. 

If used on a 4-door/4-lift intelligent access 
controller LAN, the LED is on when a PIN is 
required.  

LED 3 — red 
(alarm) 

• Flashing red when any area assigned to the 
RAS is in alarm state. 
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Off-line use 

The setting of RAS menu option 2— LEDs Off-line affects whether the yellow and brown wires, or only the brown wire, 
controls LED 1. Refer to RAS programming on page 10. 

Front LEDs when used on a Wiegand or Magnetic stripe interface  

LED Description Extra comments 

LED 1 green • Two-wire LED control — On when the yellow 
wire is at 0 V. 

• One-wire LED control — On when the brown 
wire is at 0 V. 

• Lit when area is in access. 
• Flashing during access time. 

LED 1 red • Two-wire LED control — On when the brown 
wire is at 0 V. 

• One-wire LED control — On when the brown 
wire is at +5 to 14 V. 

• Lit when area is armed. 
• Flashing during access time. 

 

Troubleshooting 

General Faults 
No LED display or keypad backlight: 

• Verify the +13.8 and 0 V wire connections on both the RAS and the power supply. 
• Verify power output on the control panel, 4-door/4-lift intelligent access controller, or external power supply. 

All three status LEDs are flashing: 

• Verify the D+ and D- wire connections (may be reversed or open circuit). 
• Verify the address DIP switches of the RAS are set to the proper address. 
• Verify that the control panel or 4-door/4-lift intelligent access controller is polling the RAS address. 

The RAS does not respond to a Smart Card: 

• The RAS may not be programmed correctly or card beep and LED flash may be disabled. Refer to RAS programming on 
page 10 for details. 

• The Smart Card may not be programmed for use with the particular system. 

RX and TX LED Indications 
RX and TX LEDs on the back of the RAS assist in fault diagnosis, and are visible when the RAS is removed from the back 
plate.  

• Rx — The yellow Rx LED flashes to indicate polling data is being received on the system LAN from the panel. If the LED 
does not flash, the control panel is not operational or the LAN is faulty (usually cabling). 

• Tx — The red Tx LED flashes to indicate the RAS is replying to polling from the control panel. If the Rx LED flashes but the 
Tx LED does not, the RAS is not programmed to be polled in the control panel or is addressed incorrectly. 
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Specifications 

CA1197 PIN & Card Reader  

Supply voltage   8.5 to 14 VDC 

Maximum operating current   110 mA @ 13.8 VDC 

Normal operating current (all areas armed)  40 mA @ 13.8 VDC 

Dimensions with cover (W x H x D)   140 x 121 x 22 mm (5.5" x 4.8" x 0.9") 

Weight 390 g 

Operating temperature   -35°C to 50°C (-31°F to 122°F) 

Max humidity   95% non-condensing 

 

Statements 

N4131 
 
 

When installed as directed, this product conforms to the standards set by Standards Australia on behalf of the Australian 
Communications Authority (ACA). 

Technical Support 
GE Infrastructure Security Pty Ltd 
646 Whitehorse Rd. Mitcham, Victoria 3132 Australia  
Phone +61 3 9259 4700  
Fax +61 3 9259 4799 
E-mail:  techsupport@indsys.ge.com 

Hours are from 9:00 a.m. to 5:30 p.m., Monday to Friday (AEST). 
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646 Whitehorse Rd 
Mitcham, Victoria 3132 
 
A.B.N. 84 086 771 404  
Phone +61 3 9259 4700 
Fax +61 3 9259 4799 
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